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Abstract

This report documents the enumeration and initial exploitation steps performed during
the “Basic Pentesting” TryHackMe challenge. Steps include network reconnaissance with
Nmap, web discovery and directory enumeration, SMB enumeration and anonymous file
retrieval, password brute-forcing to gain SSH access, and key/passphrase cracking to pivot
between users.
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1 Overview

This writeup follows the sequence of the practical work: (1) Nmap reconnaissance, (2) web
discovery and directory enumeration, (3) SMB enumeration and anonymous access, (4) password
brute-force against SSH to gain an initial account, (5) discovery of an encrypted private key and
offline cracking of its passphrase, and (6) use of the recovered key/passphrase to access the next
user.

2 Reconnaissance and Initial Enumeration

2.1 Nmap - Port and Service Discovery

The first step was to scan the target for open ports and services to determine potential attack
vectors.

Figure 1: Nmap results showing SSH (22), HTTP (80) and Samba/SMB (139/445) among other
details.

From the Nmap output we found the primary services to investigate: a web server (HTTP),
SSH for remote login, and SMB for file shares. These services guided subsequent enumeration
steps (web and SMB).

2.2 Accessing the Web Service and Reviewing Source

We accessed the root web page to see what was exposed publicly. The page displayed a mainte-
nance message, but the HTML source contained a comment hinting at a development section.
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Figure 2: Visiting the web root — maintenance page.

Figure 3: Viewing the page source revealed a comment that suggested checking the development
notes. This justified a directory brute-force.

2.3 Directory brute-force (gobuster)

Based on the hint in the source, a directory enumeration was run (Gobuster) which identified a
‘/development‘ directory.

Figure 4: Gobuster revealed the /development directory (HTTP 301 redirect).
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2.4 Exploring /development

Visiting the development directory returned an index containing two files. Both files were
downloaded and inspected for useful information.

Figure 5: Index of /development showing dev.txt and j.txt.

Figure 6: Contents of dev.txt — development notes mentioning services and versions. Useful
for contextual info and potential exploitation vectors (e.g. outdated service versions).

Figure 7: Contents of j.txt — a note explicitly saying the author was able to crack a hash in
/etc/shadow. This strongly suggested weak credentials and encouraged password attacks.

3 SMB Enumeration and Anonymous Share Access

3.1 SMB share enumeration (enum4linux)

To identify SMB shares and check for anonymous access, enum4linux was executed. It returned
a share named ‘Anonymous‘ which we could inspect.
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Figure 8: enum4linux output showing an ‘Anonymous‘ share on the SMB server.

3.2 Connecting with smbclient

We connected to the anonymous share using smbclient to list and download files. The client
allowed navigation and retrieval without credentials.

Figure 9: Using smbclient to connect to the ‘Anonymous‘ share.

Figure 10: Retrieving staff.txt from the anonymous share.

3.3 Inspecting share contents

We read the retrieved ‘staff.txt‘ which contained an announcement and a direct mention about
user behaviour on the share. The file and directory listing helped reveal usernames and contex-
tual clues.
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Figure 11: Contents of staff.txt recovered from the share.File content showing the names of
the users discovered (e.g., jan and kay). These usernames were used during password attacks

Figure 12: Investigation of the second file from /development or share — nothing privileged
found here, but still part of the enumeration process.

4 Password Brute-force and Initial Access

4.1 Hydra brute-force against SSH

Armed with usernames (notably ‘jan‘) and the likelihood of weak credentials (hinted by the
developer notes), we launched a dictionary attack using Hydra and the common rockyou.txt
wordlist.

Figure 13: Hydra command used to brute-force SSH using rockyou.txt.

Figure 14: Hydra output indicating a valid credential was found: jan:armando.
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4.2 SSH login as jan

Using the discovered password we SSH’d into the target as ‘jan‘. The account’s home contained
many typical artifacts and an ‘.ssh‘ directory with a private key for user ‘kay‘.

Figure 15: A shell after connecting as jan (proof of successful login).

Figure 16: Listing /home/jan/.ssh/ and viewing id_rsa. An encrypted private key for user
kay was found.

5 Offline Key Cracking and Lateral Movement

5.1 Transforming the private key to a John-compatible hash

Because the private key was encrypted with a passphrase, we used ssh2john.py (or ssh2john)
to convert the private key into a crackable hash format suitable for John the Ripper.
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Figure 17: Conversion of the encrypted private key into a hash-type representation for John the
Ripper (using ssh2john).

5.2 Using John the Ripper with a wordlist

We ran John the Ripper against the generated hash using rockyou.txt. John successfully found
the passphrase that unlocks Kay’s private key.

Figure 18: John the Ripper running on the key-hash; the cracking process completed and recov-
ered the passphrase.

5.3 Using the decrypted key to SSH as kay

After unlocking the private key with the recovered passphrase, we used it to SSH into the target
as user ‘kay‘. This provided a second, higher-privilege user shell and access to Kay’s home files
(including ‘pass.bak‘ if present).

Figure 19: Successful SSH session using the decrypted private key, showing access as kay.
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6 Local Observation and Minor Privilege Attempts

While on the system as ‘jan‘ and ‘kay‘, local enumeration was performed (inspecting home
directories, trying to read restricted files such as /etc/shadow). Some actions were blocked by
permissions, indicating further privilege escalation steps would be required to gain root.

Figure 20: Attempting to access restricted files (e.g., /etc/shadow) while on the host; permission
denied messages are shown.

Figure 21: Example of retrieved sensitive file contents (e.g., pass.bak) while on the kay account
showing stored credentials.

7 Findings and Recommendations

7.1 Key findings

• Public services (HTTP, SSH, SMB) were available and provided multiple avenues for enu-
meration and exploitation.

• Web page source comments and directory indexing leaked information that led to further
discovery.

• Anonymously accessible SMB share contained files and references to user accounts, which
were leveraged in subsequent attacks.

• Weak credentials (guessable from common wordlists) allowed an attacker to obtain an
initial user shell.

• An encrypted private SSH key for a secondary user (kay) existed in the first user’s account;
converting that key for offline cracking and using John + wordlists allowed recovery of the
passphrase and a lateral move to the other user.

7.2 Recommendations

1. Disable or restrict anonymous SMB shares; restrict access by group/ACL and monitor
SMB downloads.
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2. Remove directory indexing on production web servers and avoid leaving developer notes
or comments in public HTML.

3. Enforce strong password policies and multi-factor authentication for remote access to pre-
vent wordlist-based cracking.

4. Protect SSH private keys: ensure keys are not stored on other user’s home directories
and are encrypted; require strong passphrases and consider hardware-backed or agent-
forwarding protections.

5. Audit and remove plaintext credential files (pass.bak or similar) from user homes and
shares.

6. Continuously monitor authentication logs and rate-limit login attempts to defend against
brute-force attacks.

8 Appendix: Commands and Tools used (examples)

• Nmap: nmap -A -T4 10.10.198.133

• Gobuster: gobuster dir -u http://10.10.198.133 -w /usr/share/wordlists/dirbuster/directory-list-2.3-medium.txt

• SMB client: smbclient //10.10.198.133/Anonymous -N

• Hydra: hydra -l jan -P /usr/share/wordlists/rockyou.txt ssh://10.10.198.133
-V

• Convert key: ssh2john.py id_rsa > hash.txt

• John: john –wordlist=/usr/share/wordlists/rockyou.txt hash.txt

9 Conclusion

The exercise demonstrates a typical multi-step attack chain where information disclosure, weak
passwords, and stored secrets combine to allow lateral movement. Fixing the issues listed in
the recommendations would significantly reduce the attack surface and harden the host against
similar attacks.
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