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Abstract

This report documents the picoCTF 2022 challenge Includes. The exercise demon-
strates how inspecting external resources (JavaScript and CSS includes) can reveal hidden
information. By carefully analyzing linked files, we piece together fragments of the flag and
reconstruct the complete solution.

1 Challenge Overview

The challenge statement asks if we can find the flag by exploring the website and its resources.

Figure 1: Challenge description for Includes.

2 Environment & Tools
• OS: Kali Linux.
• Browser: Firefox with Developer Tools (Inspector).
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3 Reconnaissance

Navigating to the website shows a simple homepage with minimal content. Nothing obvious
points to the flag.

Figure 2: Homepage of the challenge site.

4 Inspecting Source Code

Opening the DOM in the Web Inspector reveals that two files are included:

• style.css

• script.js

Figure 3: Inspector showing style.css included in the HTML.

Figure 4: Inspector showing script.js included in the HTML.

5 Exploring Included Files

The style.css file contains a hidden comment with the first fragment of the flag.
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Figure 5: Inspecting style.css reveals the first part of the flag.

The script.js file contains another fragment, hidden as a comment at the bottom.

Figure 6: Inspecting script.js reveals the second part of the flag.

6 Flag Reconstruction

By concatenating both fragments, we obtain the complete flag.

Figure 7: The final flag assembled from both fragments.

7 Discussion & Takeaways

This challenge illustrates:

• Always inspect external resources (.js, .css, comments).
• Sensitive data should never be hidden in client-side files.
• Proper content auditing and code reviews are essential to prevent leakage.

8 Conclusion

The Includes challenge highlights the importance of not relying on client-side secrecy. By check-
ing CSS and JavaScript includes, we successfully recovered all parts of the flag.
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